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Sand im Getriebe

Peter Maurer



Was bedeutet Sandboxing!?

... auf dem Mac!?






Anwender:

I Sicherheit



Anwender:

Ein Gefuhl von Sicherheit
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Anwender:

Vertrauen



Apple:

= Verkaufsforderung



Entwickler:

= Verkaufsforderung



Entwickler:

PROJECT Summary Info Build Settings Build Phases Build Rules
NameMangler OS X Application Target
TARGETS
#\ Independent ( Choose Info.plist File... ]
-{A App Store
M p Linked Frameworks and Libraries
¥ Entitlements
Entitlements @ Enable Entitlements
Entitlements File lName Mangler I']

|| iCloud Key-Value Store [ l

iCloud Containers
Add iCloud containers here

+ - |

App Sandbox @ Enable App Sandboxing

Network || Allow Incoming Network Connections
@ Allow Outgoing Network Connections

Hardware | | Allow Camera Access

|| Allow Microphone Access
[ ] Allow USB Access

|| Allow Printing

Apps || Allow Address Book Data Access
[ | Allow Location Services Access
|| Allow Calendar Data Access

User Selected File Access | Read/Write Access *

a

Music Folder Access | None

ar

Movies Folder Access [ None

a

Pictures Folder Access [ None
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Downloads Folder Access | None

= VWerkstatt
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|| Container.plist
v ([ Data
(:3] Desktop
» (] Documents
(x2] Downloads
v [ Library
v Application Scripts
fa] com.manytricks.NameMangler.MAS3
v Application Support
(o] AddressBook
fxal iCloud
> Name Mangler
l»a] SyncServices
(] Audio
v [ Caches
I com.manytricks.NameMangler.MAS3
lxa] Calendars

Entwickler: B ol Container

(] ColorSync
» Components
» Compositions
laa] Favorites
l».] FontCollections
2] Fonts

» [ Images
= Input Methods

» KeyBindings
» Keyboard Layouts
(] Keychains
» [ Logs
(] Mail

» [] Preferences



Entwickler:

Gummizelle mit Turgriff aul3en



Entwickler:

kernel[0]: Sandbox: sandboxd(1234) deny useful-feature



Generell:

VWWeniger Interaktion

* ehemalige Apple-Kernkompetenz



Can you drag a file for us, please?

Within OS X's sandbox, the only way to populate Name Mangler with
the Finder selection is by executing an AppleScript that's stored at a
certain location. For security reasons, OS X requires you to drag the
script file there manually.

To make this as easy as possible, we will open two Finder windows for
you. The first, Scripts, will show the script file you need to drag. The
other, com.manytricks.NameMangler.MAS3, will show where we need
that script to go.

Please drag the Finder.scpt file from the Scripts window into the
com.manytricks.NameMangler.MAS3 window. You only have to do this
once, and when you're done, Populate with Finder Selection will work
as expected.

[ Cancel ]

Ist das eine gute Idee!



Was es hatte sein konnen:

Verlassliche Ankundigung



Was es hatte sein konnen:

Gatekeeper?



" WANTED

ENTITLEMENTS

$100,000
REWARD




Verplichtend im Mac App Store



Folgeschaden:

Keine Funktions-Updates




Folgeschaden:

iCloud & Co



Und jetzt! Linux!



Survival of the Fittest



Dein Grips ist Dein Kapital

® Alte Projekte uber Bord, falls notig
® Neue, einfachere lIdeen

® Viele kleine Silos = die Mac-Software-Welt andert sich

Malware:

® Vorgeblicher Zweck muss dem wahren Zweck ahnlich sein



,,Der Kunde ist ein dummer Kénig.*

— Alex von Belows ehemaliger Chef



Der Kunde ist Konig.
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